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(57) ABSTRACT

An electronic device for maintaining a distributed ledger,
which is maintained by multiple electronic nodes, wherein
the distributed ledger includes multiple blocks which are
associated at least with one of the previously recorded
blocks and wherein a block can be added to the distributed
ledger based on a mining process, has circuitry configured to
perform a mining process of a block to be added to the
distributed ledger, wherein the mining process by at least a
part of the multiple electronic nodes includes compressing
data of the block to be added to the distributed ledger.
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ELECTRONIC NODE AND METHOD FOR
MAINTAINING A DISTRIBUTED LEDGER

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of European
Priority Patent Application 17154055 filed Jan. 31,2017, the
entire contents of which are incorporated herein by refer-
ence.

TECHNICAL FIELD

[0002] The present disclosure generally pertains to an
electronic node and a method for maintaining a distributed
ledger.

TECHNICAL BACKGROUND

[0003] Generally, it is known to distribute a ledger over
multiple entities, e.g. electronic devices, servers or the like,
which record digital transactions. Distributed ledgers can be
based on the known blockchain technology, on which, for
example, the known cryptocurrency bitcoin is based. There
is no unified definition about the terms of blockchain and
distributed ledger yet. Here, in the broadest definition, the
terms are used as a type of database shared digitally recorded
data with multiple nodes of a network. It may be comprised
of peer to peer network. The digitally recorded data may
include a kind of information to prove its consistency from
the previously recorded data on the same database.

[0004] Distributed ledgers can be public and can be acces-
sible by anyone, but, in principle, they can also be non-
public and only users having a permission may have access
to them. It is also possible to differentiate the access per-
mission to data on a ledger from each layered users.
[0005] Distributed ledgers can use mechanisms, which are
known, for example, from the blockchain technology as
used for bitcoin. Such mechanisms include a discovery
method, a consensus mechanism, a mechanism to keep data
consistency and so on. The consensus mechanism ensures
that all nodes or more than a certain number of nodes,
generally electronic devices, having a copy of the distributed
ledger reach consensus on the content of the distributed
ledger. There are many consensus mechanisms including the
so-called proof-of-work mechanism, which is some kind of
crypto-puzzle and which ensures that, for example, older
blocks of a blockchain cannot be changed (easily). For
instance, proof-of-work is used for the mining process of the
bitcoin blockchain.

[0006] In a distributed ledger or blockchain, a confirma-
tion process to make a consensus about data renewal on a
blockchain in attending nodes, called a mining process, may
achieve irreversibility of the sequence of transactions
recorded on the blockchain by including previous recorded
data in the confirming data. Such mining process imple-
ments a distributed timestamp server for a new block of
transactions. In bitcoin the mining process is based on the
SHA-256 hash function. Nodes of the blockchain that par-
ticipate in the mining process search for a hash output with
predefined properties while the input of the hash function
depends on the current blocks of the blockchain and the new
block of transactions to be added to the blockchain.
[0007] Proof-of-work computations based on hash func-
tions may not be useful in themselves except that they are
required to implement the irreversibility of the distributed
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ledger. The mining process is sometimes seen as a waste of
resources. This may not be a problem for dedicated server
farms that execute the mining process. However, when other
devices such as Internet-of-Things (IoT) are to execute the
mining process, the situation may be different.

[0008] Moreover, generally, it is known to use a block-
chain for storing a variety of data. For instance, images,
videos, measurements, and text files can be recorded on the
blockchain in the form of a transaction.

[0009] Although there exist techniques for maintaining a
distributed ledger, it is generally desirable to improve the
distributed ledger technology.

[0010] The solutions disclosed here may be replaced with
using distributed database technologies like Hadoop.

SUMMARY

[0011] According to a first aspect, the disclosure provides
an electronic device for maintaining a distributed ledger,
which is maintained by multiple electronic nodes, wherein
the distributed ledger includes multiple blocks which are
associated at least with one of the previously recorded
blocks and wherein a block can be added to the distributed
ledger based on a mining process by at least a part of the
multiple electronic nodes, the electronic device comprising
circuitry configured to perform a mining process of a block
to be added to the distributed ledger, wherein the mining
process includes compressing data of the block to be added
to the distributed ledger.

[0012] According to a second aspect, the disclosure pro-
vides a method for maintaining a distributed ledger, which
is maintained by multiple electronic nodes, wherein the
distributed ledger includes multiple blocks which are asso-
ciated at least with one of the previously recorded blocks and
wherein a block can be added to the distributed ledger based
on a mining process by at least a part of the multiple
electronic nodes, the method comprising performing a min-
ing process of a block to be added to the distributed ledger,
wherein the mining process includes compressing data of the
block to be added to the distributed ledger.

[0013] Further aspects are set forth in the dependent
claims, the following description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Embodiments are explained by way of example
with respect to the accompanying drawings, in which:
[0015] FIG. 1 illustrates an electronic node for maintain-
ing a blockchain;

[0016] FIG. 2 illustrates a compression method which can
be performed by the electronic node of FIG. 1;

[0017] FIG. 3 illustrates a method for maintaining a block-
chain which can be performed by the electronic node of FIG.
1; and

[0018] FIG. 4 illustrates a computer which can implement
the electronic node of FIG. 1.

DETAILED DESCRIPTION OF EMBODIMENTS

[0019] Before describing embodiments under reference of
FIG. 1 in detail, general explanations are given.

[0020] As mentioned in the outset, generally, it is known
to distribute a ledger over multiple entities, e.g. electronic
devices, servers or the like, which record digital transac-
tions. Distributed ledgers can be based on the known block-
chain technology in some embodiments, on which, for
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example, the known cryptocurrency bitcoin is based. There
is no unified definition about the terms of blockchain and
distributed ledger yet. Here, in the broadest definition, the
terms are used as a type of database shared digitally recorded
data with multiple nodes of a network. It may be comprised
of peer to peer network. The digitally recorded data may
include a kind of information to prove its consistency from
the previously recorded data on the same database.

[0021] In some embodiments, distributed ledgers can be
public and can be accessible by anyone, but, in principle,
they can also be non-public and only users having a per-
mission may have access to them.

[0022] It is also possible to differentiate the access per-
mission to data on a ledger from each layered users.
[0023] Distributed ledgers can use mechanisms in some
embodiments, which are known, for example, from the
blockchain technology as used for bitcoin. Such mecha-
nisms include a discovery method, a consensus mechanism,
a mechanism to keep data consistency and so on. The
consensus mechanism ensures that all odes or more than a
certain number of nodes, generally electronic devices, hav-
ing a copy of the distributed ledger reach consensus on the
content of the distributed ledger. There are many consensus
mechanisms including the so-called proof-of-work mecha-
nism, which is some kind of crypto-puzzle and which
ensures that, for example, older blocks of a blockchain
cannot be changed (easily). For instance, proof-of-work is
used for the mining process of the bitcoin blockchain.
[0024] In a distributed ledger or blockchain, a confirma-
tion process to make a consensus about data renewal on a
blockchain in attending nodes, called a mining process, may
achieve irreversibility of the sequence of transactions
recorded on the blockchain by including previous recorded
data in the confirming data. Such mining process imple-
ments a distributed timestamp server for a new block of
transactions. In bitcoin the mining process is based on the
SHA-256 hash function. Nodes of the blockchain that par-
ticipate in the mining process search for a hash output with
predefined properties while the input of the hash function
depends on the current blocks of the blockchain and the new
block of transactions to be added to the blockchain.
[0025] As discussed in the outset, proof-of-work compu-
tations based on hash functions may not be useful in
themselves in some embodiments, except that they are
required to implement the irreversibility of the distributed
ledger. The mining process is sometimes seen as a waste of
resources. This may not be a problem for dedicated server
farms that execute the mining process. However, when other
devices such as Internet-of-Things (IoT) are to execute the
mining process, the situation may be different.

[0026] Insome embodiments, a distributed ledger, such as
a blockchain can be used to store a variety of data. For
instance images, videos, measurements, and documents, e.g.
text files can be recorded on the blockchain, for example, in
the form of a transaction.

[0027] It has been recognized that the size of the overall
distributed ledger, such as a blockchain may become very
large and storage of the whole distributed ledger may require
considerable storage space.

[0028] Hence, some embodiments address a proof-of-
work function or mining process for a distributed ledger,
such as a blockchain, that uses mining such that the com-
putations performed are actually useful for the distributed
ledger itself.
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[0029] Consequently, some embodiments pertain to an
electronic node, e.g. electronic device, for maintaining a
distributed ledger, which is maintained by multiple elec-
tronic nodes, wherein the distributed ledger includes mul-
tiple blocks which are associated at least with one of the
previously recorded blocks (e.g. chained together) and
wherein a block can be added to the distributed ledger based
on a mining process, e.g. by at least a part of the multiple
electronic nodes. The electronic node includes circuitry
configured to perform a mining process of a block to be
added to the distributed ledger, wherein the mining process
includes compressing data of the block to be added to the
distributed ledger.

[0030] The electronic node may be an electronic device
and the circuitry may include a processor, a memory, a
storage, (wireless and/or network) interface and other com-
ponents which are typically included in an electronic device.
The electronic device may be a personal computer, a server,
a tablet computer, a mobile phone, a smartphone, laptop
computer, an Internet-of-Things device, etc.

[0031] The electronic node may be configured to commu-
nicate over a network with the other electronic nodes, e.g.
over a local area network, a wireless network, etc., including
the internet.

[0032] The distributed ledger is distributed over the elec-
tronic nodes, e.g. electronic devices, servers, or the like (see
above), which may be interconnected with each other, for
example, over a network, which may include the internet,
and which may be nodes of a network, e.g. of a distributed
ledger network.

[0033] The distributed ledger may be a blockchain, which
may be based, for example, on the principles used for the
bitcoin blockchain or the like. The distributed ledger uses
mining and proof-of-work mechanisms and it may use some
kind of reward (currency), such as bitcoin as currency and/or
as reward for performing mining. Moreover, the distributed
ledger may use consensus mechanisms for ensuring that all
electronic nodes have consensus about the distributed led-
ger.

[0034] The blocks may be chained together or associated
at least with one of the previously recorded blocks, based on
hash values of the blocks, as it is known for the blockchain.
The blocks may include any type of data, such as transaction
data, as it is known, for example for the bitcoin blockchain,
but they may also include other types of data, such as video
data, image data, audio data, document data (text, tables,
presentations, etc.), etc.

[0035] As mentioned, the mining process of a block which
shall be added to the distributed ledger includes compressing
data of the block. In some embodiments, the mining process
is won by the electronic node which provides the smallest
block which is to be added, i.e. the block having the best
compression may win.

[0036] In some embodiments, the circuitry is further con-
figured to perform a computational complex compression
algorithm for compressing data. Thereby, it is ensured that
the compression of the block is not simple and the security
of the distributed ledger is increased, since it would need an
unreasonable large computational power for re-computing a
complete distributed ledger (blockchain), for example, for
attacking integrity of the distributed ledger.



US 2018/0218027 Al

[0037] In some embodiments, the compression algorithm
is based on a non-deterministic polynomial-time (“NP”)
hard search problem which is known in the field of compu-
tational complexity theory.

[0038] Thereby, the computational complexity of com-
pressing data of the block may be very large, whereby
security of the distributed ledger against integrity attacks can
be further improved.

[0039] In some embodiments, the compression of the data
is further based on a current state of the distributed ledger.
For instance, the compression of the data of a block to be
added may use information, data or the like, of the current
distributed ledger for compressing the data.

[0040] In some embodiments, each block includes mul-
tiple sub-blocks, wherein a sub-block may include at least
one of: transaction data, video data, image data, audio data,
document data or the like.

[0041] In some embodiments, the compression may
include representing data of the block based on a predefined
dictionary. The dictionary may be also based on information
of' the distributed ledger and/or on the data of the block to be
compressed and to be added to the other blocks to the
distributed ledger.

[0042] The predefined dictionary may include a set of
dictionary elements, wherein the set of dictionary elements
may be adapted to the data of the block to be compressed.
In some embodiments, the dictionary elements are also
called “atoms”, as it is also generally known in the technical
field of dictionary based compression algorithms. The dic-
tionary elements (e.g. atoms) may be selected, based on the
content of the blocks. For example, in the case of audio data
to be compressed, the dictionary elements may be audio
elements, in the case of video data, the dictionary elements
may be video elements, in the case of text data, the diction-
ary elements may be words, etc.

[0043] A subset of the set of dictionary elements may be
selected based on a current status of the distributed ledger.
For example, the dictionary elements may be based on data,
information (e.g. content information or the like) of the
current block to be compressed. The dictionary elements
may also be based on blocks, which are newly added, or on
other information.

[0044] Some embodiments pertain to a method for main-
taining a distributed ledger, which is maintained by multiple
electronic nodes, wherein the distributed ledger includes
multiple blocks which are associated at least with one of the
previously recorded blocks and wherein a block can be
added to the distributed ledger based on a mining process.
The method includes performing a mining process of a block
to be added to the distributed ledger, wherein the mining
process includes compressing data of the block to be added
to the distributed ledger, as also discussed above. The
method may be performed by the electronic node discussed
above and the description given above fully applies to the
method described herein. As discussed, the compression of
data may be based on a computational complex compression
algorithm for compressing data. The compression algorithm
may be based on a non-deterministic polynomial-time hard
search problem. The compression of data may be further
based on a current state of the distributed ledger. Each block
may include multiple sub-blocks. A sub-block may include
at least one of: transaction data, video data, image data,
audio data, document data or the like. The compression may
include representing data of the block based on a predefined
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dictionary. The predefined dictionary may include a set of
dictionary elements. The set of dictionary elements may be
adapted to the data of the block to be compressed.

[0045] A subset of the set of dictionary elements may be
selected based on a current status of the distributed ledger.
[0046] Hence, in some embodiments, a new block is added
in a compressed format to the blockchain, and the task of
compression is performed in a competitive manner by
electronic nodes that perform mining. The electronic node
which provides the smallest compressed version of the new
block wins the mining process and can be awarded accord-
ingly in some embodiments. As also discussed above, the
compression scheme may be based on a dictionary com-
pression scheme where the task is to express the data in the
new block in terms of a sparse combination of the elements
of the dictionary, whereby a high compression can be
achieved in some embodiments. One or multiple dictionaries
may be pre-defined for a blockchain and the dictionary to
use may depend on the data type to be compressed, such
that, for example, pre-working of a compression of data of
a block can be avoided in some embodiments.

[0047] The dictionary compression scheme may be based
on a subset of the elements of the full dictionary.

[0048] The blocks that are already present in the block-
chain may determine the subset of the dictionary that is used.
In such a way the compression scheme depends on the
blocks already present in the blockchain and irreversibility
of the blockchain is achieved.

[0049] The decompression of a compressed block, may
require the knowledge of the dictionary, the subset of
dictionary elements used for compression, and a set of
coeflicients which determine how the original block is
expressed in terms of the subset of the dictionary elements.
The dictionary itself can be fixed for a blockchain. The
previous blocks in the chain may determine the subset of
dictionary elements, and the coefficients may be stored in the
compressed block that is added to the chain.

[0050] The methods as described herein are also imple-
mented in some embodiments as a computer program caus-
ing a computer and/or a processor and/or circuitry to per-
form the method, when being carried out on the computer
and/or processor and/or circuitry. In some embodiments,
also a non-transitory computer-readable recording medium
is provided that stores therein a computer program product,
which, when executed by a processor/circuitry, such as the
processor/circuitry described above, causes the methods
described herein to be performed.

[0051] Returning to FIG. 1, there is schematically illus-
trated an electronic node 1, as discussed above, which
maintains a blockchain 2, wherein blockchain 2 is a copy of
the blockchain stored in a storage of the electronic node 1.
The electronic node 1 has a dictionary subset selection unit
(DSSU) 3 and a dictionary compression unit (DCU) 4.
[0052] The blockchain 2 is maintained by a set of elec-
tronic nodes, wherein each electronic node may store a local
copy of the blockchain and wherein the electronic nodes
may be connected to each other via a network including the
internet. The multiple electronic nodes maintaining the
blockchain have consensus about the blockchain 2, e.g. by
applying a respective consensus algorithm.

[0053] The blockchain 2 has multiple blocks 2a, which are
chained together and when a new block, such as block 5
illustrated in FIG. 1, becomes available it is added to the
blockchain 2 through a mining process.
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[0054] As also discussed above, the mining process is
designed such that a block 2a in the blockchain 2 cannot be
changed without performing the mining process of all con-
secutive blocks again. It is assumed that the mining process
is computationally intensive such that such computations are
prohibitively complex, as will be discussed further below. In
effect, the blockchain 2 becomes irreversible.

[0055] A block has several sub-blocks, wherein each sub-
block may be for instance a transaction. For instance, the
block 5 to be added to the blockchain 2 has multiple
sub-blocks 5a. As also discussed above, the sub-blocks 5a
may also have other data than transaction data, such as
images, videos, speech, audio, mp3 files, and text files or the
like. In this case, each of the blocks may be rather large, in
particular in the case of audio/video files, for example, and
efficient storage may be required.

[0056] In the present embodiment, as also discussed
above, operations expended for the mining process are used
to compress the sub-blocks 5a of the new block 5. The
resulting compressed block 6 in FIG. 1 is added to the
blockchain 2. By compressing the blocks, the required
storage space for the blockchain 2 can be reduced. As
mentioned above, the electronic nodes, such as electronic
node 1, that perform mining run a competitive compression
algorithm on the sub-blocks 5a of the new block 5, and the
electronic node which provides the smallest compressed
block 6 wins the mining process and the respective block 6
is added as new block to the blockchain 2.

[0057] In the present embodiment, for the compression
algorithm to serve as a proof-of-work function, two condi-
tions are met. First, the compression algorithm is computa-
tionally complex and in the present embodiment, the com-
pression algorithm is based on an NP hard search problem.
Second, the compression of a new block depends on the
current state or blocks in the blockchain 2. In the present
embodiment, by using these two conditions the compression
is used as a proof-of-work function. The compression algo-
rithm has a good compression performance such that new
blocks can be added to the chain efficiently.

[0058] For the following description it is assumed, without
limiting the present disclosure in that regard, that the new
block 5 only contains sub-blocks 5a of the same type (e.g.
images).

[0059] As mentioned, the electronic node 1 has the dic-
tionary compression unit (DCU) 4, which takes as an input
the new block 5 including multiple sub-blocks 5a. The DCU
4 compresses the new block 5 into a compressed block 6 that
is added to the blockchain 2.

[0060] The DCU 4 represents each of the sub-blocks 5a in
terms of a predefined dictionary of so-called atoms. Typi-
cally, such representation is sparse in the sense that only a
small subset of the dictionary elements is used in the
representation. Such sparseness leads to the actual compres-
sion.

[0061] Dictionary compression algorithms or dictionary
representation algorithms are generally known and an
embodiment of a dictionary compression algorithm is dis-
cussed further below. In essence, the atoms of the dictionary
may be prototypes for the sub-blocks in the new block. For
instance, when the sub-blocks are images, the atoms may be
prototype images or wavelets. The dictionary is typically
over-complete and may consist of millions to billions of
atoms.
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[0062] In the embodiment of FIG. 1, there is provided a
main dictionary 7 that is fixed for the blockchain 2 and
which includes multiple atoms 7a. The atoms 7a of the
dictionary 7 are stored explicitly with the blockchain 2 in the
electronic node 1. In other embodiments, an implicit
description of the dictionary 7 may be sufficient. For
instance, in cases where the new block has sub-blocks that
are images, the dictionary items or atoms 7a may be defined
by a parameterized family of wavelets, which do not have to
be stored explicitly.

[0063] In the present embodiment of FIG. 1, the operation
of the DCU 4 depends on the current blocks 2a in the
blockchain 2, since the dictionary compression algorithm
does not use the main dictionary 7, but a subset 8 of the
dictionary 7. As mentioned, the electronic node 1 has the
dictionary subset selection unit (DSSU) 3, which selects the
subset 8 of the atoms 7a of the main dictionary 7, based on
the current blocks 2a in the blockchain 2.

[0064] This leads to the subset dictionary 8, which is used
as the dictionary for the dictionary compression algorithm.
Thus, when a block 2a of the blockchain 2 is changed all the
consecutive blocks of the blockchain 2 would have to be
recompressed, since the subset dictionary changes for each
consecutive block. Since the original dictionary 7 can be
over-complete, a restriction to a subset 8 of the dictionary
elements or atoms 7a does not necessarily lead to decreasing
compression performance.

[0065] The operation of the DSSU 3 and the DCU 4 of the
electronic node 1 of FIG. 1 is now further described under
reference of FIG. 2.

[0066] FIG. 2 illustrates a method 10 for compressing a
new block. At 11 the current set of blocks 2a of the
blockchain 2 is input, at 12 a new block 5 having multiple
sub-blocks 5a is input, and at 13 the main dictionary 7 is
input.

[0067] At 14, a hash is obtained from the current com-
pressed blocks 2a in the blockchain 2. This hash is used at
15 to select a subset of the atoms 7a of the main dictionary
7 leading to a subset dictionary 8.

[0068] For example, if the main dictionary 7 consists of N
atoms 7a the subset dictionary 8 may consist of e.g. N/2
atoms.

[0069] There exist many embodiments for selecting the
items of the subset dictionary 8. For instance, the hash
computed at 14 may be converted into a sequence of d bits,
wherein d=log 2(N). The ith atom from the main dictionary
7 is selected for the subset dictionary 8, if the ith bit of the
sequence of d bits is 1. If the ith bit is 0, the corresponding
atom in the main dictionary 7 is not selected for the subset
dictionary 8.

[0070] At 16 a sparse representation for each of the
sub-blocks 5a in the new block 5 is computed. These sparse
representations are output at 17 as the compressed version 6
of the block 5.

[0071] The details of computing a sparse representation
are described in further below. The compressed block 6
contains the coeflicients of the sparse representation. Since
for a block 5 the subset dictionary 8 depends on the previous
blocks 2a of the blockchain 2, decompression can be per-
formed with knowledge of these coefficients and the previ-
ous set of blocks 2a.

[0072] Storing the sparse representation may lead to a
lossy compression scheme, which is acceptable for many
types of data such as images and video. In embodiments
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requiring a (nearly) lossless compression, the error made
with the sparse approximation is encoded in an exact manner
with an entropy-coding scheme such that a lossless scheme
is implemented in some embodiments.

[0073] In one embodiment the selection of the subset
dictionary 8 is based on the current new block 5 of trans-
actions and the current blockchain 2. This prevents in some
embodiments that electronic nodes with a lot of computa-
tional power can perform pre-computations that may speed
up the compression performance.

[0074] The electronic nodes, such as electronic node 1,
which participate in mining may implement the method 10
as discussed under reference of FIG. 2.

[0075] As discussed, the competitive step between the
electronic nodes is the compression operation where a sparse
representation of each of the sub-blocks is found in terms of
the subset dictionary. The node that provides the shortest/
smallest representation wins the mining process in the
embodiments discussed under reference of FIGS. 1 and 2,
and the corresponding sparse representation is stored
together with the compressed block in the blockchain 2.
[0076] In the following, a scheme is discussed, which can
be used as a dictionary compression scheme and which is a
sparse approximation algorithm and which is based, for
example, on the known matching pursuit algorithm.

[0077] In this scheme a dictionary D has N elements,
which are called atoms, as also discussed above. The data to
be compressed is interpreted as a signal or element/from a
vector space or Hilbert space.

[0078] Now, the idea is to express the signal f in terms of
the atoms of the dictionary:

o)== Nahx),

wherein h,(x) is a dictionary atom and a, a coefficient.
[0079] In a sparse representation, only a small subset of
the N coefficients is non-zero. In general the approximation
is not exact and a small error is made in the approximation.
Storing only the non-zero coeflicients a, leads to a compres-
sion of the original signal f. The choice of dictionary
depends on the characteristics of the signals f that are
compressed. For instance, when the signals are images, the
dictionary atoms may be prototype images or a wavelet
basis, as also discussed above.

[0080] In general, finding a sparse approximation is a hard
problem since it involves choosing a subset of the atoms
which are used for the approximation. In the context of the
present disclosure, the size of the subset could be fixed to,
for example, an integer number K, and then the mining
process involves finding K atoms of the dictionary that lead
to the best approximation.

[0081] Alternatively, it is required that the approximation
error is below a threshold value and then the task is to find
a minimal K and corresponding atoms that achieve such an
approximation error below the threshold value.

[0082] The matching pursuit algorithm uses a greedy
approach, e.g. a greedy algorithm. In other embodiments, a
full search may be performed.

[0083] In another embodiment, a related computational
problem is used for the mining process, namely jointly
finding the dictionary and the sparse representation, which is
known to be NP hard.

[0084] The electronic nodes, which perform mining, may
all find a sparse representation of the sub-blocks of the new
block, wherein representations are provided with respect to
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a set of atoms of the subset dictionary. In some embodi-
ments, the indices of these atoms are stored as metadata
together with the coefficients of the approximation, wherein
sub-blocks can be reconstructed based on the metadata and
the coefficients of the approximation. As mentioned, in some
embodiments, in which a lossless compression is required,
the error made with the approximation may be encoded in a
lossless fashion, and the encoded error is also stored, e.g. in
the blockchain or together with the blockchain.

[0085] In the following, a method 20 for maintaining a
distributed ledger, such as blockchain 2 discussed above,
which is maintained by multiple electronic nodes, such as
electronic node 1 discussed above, is described. The dis-
tributed ledger has multiple blocks, e.g. blocks 24, which are
chained together and a new block, e.g. block 5, is added to
the distributed ledger based on a mining process, as dis-
cussed above in detail.

[0086] At 21 amining process of a block to be added to the
distributed ledger is performed, wherein the mining process
includes compressing data of the block to be added to the
distributed ledger, as discussed above.

[0087] As discussed above, the compression of data is
based on a computational complex compression algorithm
for compressing data, which, in turn is based on a non-
deterministic polynomial-time hard search problem. As dis-
cussed, the compression of the data may be further based on
a current state of the distributed ledger.

[0088] Each block may include multiple sub-blocks,
wherein a sub-block may include at least one of: transaction
data, video data, image data, audio data, document data.
[0089] The compression may include representing data of
the block based on a predefined dictionary, as discussed
above, wherein the predefined dictionary may include a set
of dictionary elements and wherein the set of dictionary
elements may be adapted to the data of the block to be
compressed.

[0090] The subset of the set of dictionary elements may be
selected based on a current status of the distributed ledger.
[0091] At 22, the compressed block is added to the block-
chain if it has the best compression.

[0092] The main advantage of the invention is that a
mining process based on a proof-of-work function performs
operations that are useful for the blockchain itself. The
proof-of-work function is implemented as a competitive
compression process with the goal to find a compression of
a new block of transactions. The node that finds the smallest
compressed block wins the mining process and may be
remunerated accordingly. The construction of the proof-of-
work function is such that irreversibility of the blockchain
may be maintained.

[0093] In the following, an embodiment of a general
purpose computer 90 is described under reference of FIG. 4.
The computer 90 can be such implemented that it can
basically function as an electronic node 1 described herein.
The computer has components 91 to 100, which can form a
circuitry, such as any one of the circuitries of the apparatus
described herein.

[0094] Embodiments which use software, firmware, pro-
grams or the like for performing the methods as described
herein can be installed on computer 90, which is then
configured to be suitable for the concrete embodiment.
[0095] The computer 90 has a CPU 91 (Central Processing
Unit), which can execute various types of procedures and
methods as described herein, for example, in accordance
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with programs stored in a read-only memory (ROM) 92,
stored in a storage 97 and loaded into a random access
memory (RAM) 93, stored on a medium 100 which can be
inserted in a respective drive 99, etc.

[0096] The CPU 91, the ROM 92 and the RAM 93 are
connected with a bus 101, which, in turn is connected to an
input/output interface 94. The number of CPUs, memories
and storages is only exemplary, and the skilled person will
appreciate that the computer 90 can be adapted and config-
ured accordingly for meeting specific requirements which
arise, when it functions as an apparatus described herein.
[0097] At the input/output interface 94 several compo-
nents are connected: an input 95, an output 96, the storage
97, a communication interface 98 and the drive 99 into
which a medium 100 (compact disc, digital video disc,
compact flash memory, or the like) can be inserted.

[0098] The input 95 can be a pointer device (mouse,
graphic table, or the like), a keyboard, a microphone, a
camera, a touchscreen, etc.

[0099] The output 96 can have a display (liquid crystal
display, cathode ray tube display, light emittance diode
display, etc.), loudspeakers, etc.

[0100] The storage 97 can have a hard disk, a solid state
drive and the like.

[0101] The communication interface 98 can be adapted to
communicate, for example, via a local area network (LAN),
wireless local area network (WLAN), mobile telecommu-
nications system (GSM, UMTS, LTE, etc.), Bluetooth, infra-
red, etc.

[0102] It should be noted that the description above only
pertains to an example configuration of computer 90. Alter-
native configurations may be implemented with additional
or other sensors, storage devices, interfaces or the like.
[0103] It should be recognized that the embodiments
describe methods which are executed by the circuitry of the
system, device or the like described herein. The skilled
person will appreciate that these methods can also be part of
a method for maintaining a distributed ledger. The specific
ordering of the steps discussed herein is given for illustrative
purposes only and should not be construed as binding.
[0104] It should be recognized that the embodiments
describe methods with an exemplary ordering of method
steps. The specific ordering of method steps is however
given for illustrative purposes only and should not be
construed as binding.

[0105] All units and entities described in this specification
and claimed in the appended claims can, if not stated
otherwise, be implemented as integrated circuit logic, for
example on a chip, and functionality provided by such units
and entities can, if not stated otherwise, be implemented by
software.

[0106] In so far as the embodiments of the disclosure
described above are implemented, at least in part, using a
software-controlled data processing apparatus, it will be
appreciated that a computer program providing such soft-
ware control and a transmission, storage or other medium by
which such a computer program is provided are envisaged as
aspects of the present disclosure.

[0107] Note that the present technology can also be con-
figured as described below.

(1) An electronic device for maintaining a distributed ledger,
which is maintained by multiple electronic nodes, wherein
the distributed ledger includes multiple blocks which are
associated at least with one of the previously recorded
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blocks and wherein a block can be added to the distributed
ledger based on a mining process by at least a part of the
multiple electronic nodes, the electronic device comprising
circuitry configured to:

[0108] perform a mining process of a block to be added
to the distributed ledger, wherein the mining process
includes compressing data of the block to be added to
the distributed ledger.

(2) The electronic device of (1), wherein the circuitry is
further configured to perform a computational complex
compression algorithm for compressing data.

(3) The electronic device of (2), wherein the compression
algorithm is based on a non-deterministic polynomial-time
hard search problem.

(4) The electronic device of anyone of (1) to (3), wherein the
compression of the data is further based on a current state of
the distributed ledger.

(5) The electronic device of anyone of (1) to (4), wherein
each block includes multiple sub-blocks, wherein a sub-
block includes at least one of: transaction data, video data,
image data, audio data, document data.

(6) The electronic device of anyone of (1) to (5), wherein the
compression includes representing data of the block based
on a predefined dictionary.

(7) The electronic device of (6), wherein the predefined
dictionary includes a set of dictionary elements and the set
of dictionary elements is adapted to the data of the block to
be compressed.

(8) The electronic node of (7), wherein a subset of the set of
dictionary elements is selected based on a current status of
the distributed ledger.

(9) A method for maintaining a distributed ledger, which is
maintained by multiple electronic nodes, wherein the dis-
tributed ledger includes multiple blocks which are associ-
ated at least with one of the previously recorded blocks and
wherein a block can be added to the distributed ledger based
on a mining process by at least a part of the multiple
electronic nodes, the method comprising:

[0109] performing a mining process of a block to be
added to the distributed ledger, wherein the mining
process includes compressing data of the block to be
added to the distributed ledger.

(10) The method of (9), wherein the compression of data is
based on a computational complex compression algorithm
for compressing data.

(11) The method of (10), wherein the compression algorithm
is based on a non-deterministic polynomial-time hard search
problem.

(12) The method of anyone of (9) to (11), wherein the
compression of the data is further based on a current state of
the distributed ledger.

(13) The method of anyone of (9) to (12), wherein each
block includes multiple sub-blocks, wherein a sub-block
includes at least one of: transaction data, video data, image
data, audio data, document data.

(14) The method of anyone of (9) to (13), wherein the
compression includes representing data of the block based
on a predefined dictionary.

(15) The method of (14), wherein the predefined dictionary
includes a set of dictionary elements.

(16) The method of (15), wherein the set of dictionary
elements is adapted to the data of the block to be com-
pressed.
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(17) The method of (16), wherein a subset of the set of
dictionary elements is selected based on a current status of
the distributed ledger.

(18) A computer program comprising program code causing
a computer to perform the method according to anyone of
(9) to (17), when being carried out on a computer.

(19) A non-transitory computer-readable recording medium
that stores therein a computer program product, which, when
executed by a processor, causes the method according to
anyone of (9) to (17) to be performed.

1. An electronic device for maintaining a distributed
ledger, which is maintained by multiple electronic nodes,
wherein the distributed ledger includes multiple blocks
which are associated at least with one of the previously
recorded blocks and wherein a block can be added to the
distributed ledger based on a mining process by at least a
part of the multiple electronic nodes, the electronic device
comprising circuitry configured to:

perform a mining process of a block to be added to the

distributed ledger, wherein the mining process includes
compressing data of the block to be added to the
distributed ledger.

2. The electronic device of claim 1, wherein the circuitry
is further configured to perform a computational complex
compression algorithm for compressing data.

3. The electronic device of claim 2, wherein the compres-
sion algorithm is based on a non-deterministic polynomial-
time hard search problem.

4. The electronic device of claim 1, wherein the compres-
sion of the data is further based on a current state of the
distributed ledger.

5. The electronic device of claim 1, wherein each block
includes multiple sub-blocks, wherein a sub-block includes
at least one of: transaction data, video data, image data,
audio data, document data.

6. The electronic device of claim 1, wherein the compres-
sion includes representing data of the block based on a
predefined dictionary.

7. The electronic device of claim 6, wherein the pre-
defined dictionary includes a set of dictionary elements and
the set of dictionary elements is adapted to the data of the
block to be compressed.
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8. The electronic device of claim 7, wherein a subset of
the set of dictionary elements is selected based on a current
status of the distributed ledger.

9. A method for maintaining a distributed ledger, which is
maintained by multiple electronic nodes, wherein the dis-
tributed ledger includes multiple blocks which are associ-
ated at least with one of the previously recorded blocks and
wherein a block can be added to the distributed ledger based
on a mining process by at least a part of the multiple
electronic nodes, the method comprising:

performing a mining process of a block to be added to the
distributed ledger, wherein the mining process includes
compressing data of the block to be added to the
distributed ledger.

10. The method of claim 9, wherein the compression of
data is based on a computational complex compression
algorithm for compressing data.

11. The method of claim 10, wherein the compression
algorithm is based on a non-deterministic polynomial-time
hard search problem.

12. The method of claim 9, wherein the compression of
the data is further based on a current state of the distributed
ledger.

13. The method of claim 9, wherein each block includes
multiple sub-blocks, wherein a sub-block includes at least
one of: transaction data, video data, image data, audio data,
document data.

14. The method of claim 9, wherein the compression
includes representing data of the block based on a predefined
dictionary.

15. The method of claim 14, wherein the predefined
dictionary includes a set of dictionary elements.

16. The method of claim 15, wherein the set of dictionary
elements is adapted to the data of the block to be com-
pressed.

17. The method of claim 16, wherein a subset of the set
of dictionary elements is selected based on a current status
of the distributed ledger.
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